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Abstract: Let C be a linear code of length n and dimension k over the finite field Fgm. The trace code Tr(C')
is a linear code of the same length n over the subfield F,. The obvious upper bound for the dimension
of the trace code over Fy is mk. If equality holds, then we say that C' has maximum trace dimension.
The problem of finding the true dimension of trace codes and their duals is relevant for the size of the
public key of various code-based cryptographic protocols. Let C, denote the code obtained from C' and
a multiplier vector @ € (Fgm)™. In this paper, we give a lower bound for the probability that a random
multiplier vector produces a code C, of maximum trace dimension. We give an interpretation of the bound
for the class of algebraic geometry codes in terms of the degree of the defining divisor. The bound explains
the experimental fact that random alternant codes have minimal dimension. Our bound holds whenever
n > m(k + h), where h > 0 is the Singleton defect of C. For the extremal case n = m(h + k), numerical
experiments reveal a closed connection between the probability of having maximum trace dimension and
the probability that a random matrix has full rank.
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1 Introduction

Code-based post-quantum cryptosystems

Recent research has focused extensively on quantum computers that use quantum mechanical techniques
to solve difficult mathematical computational problems [1]. The existence of these potent devices poses a
threat to numerous widely used public-key cryptosystems [2]. 1978 marked the introduction of the first
code-based public-key cryptosystem by McEliece [3]. One of the most pressing problems in cryptography
today is to reduce the key size and enhance the security level of the McEliece cryptosystem, which is a
promising cryptographic scheme for the post-quantum era [4]. Error-correcting codes used in code-based
cryptographic protocols must be decoded with efficient algorithms. The family of algebraic geometry (AG)
codes and their subcodes and subfield subcodes constitute a rich class of such codes. These include the
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generalized Reed-Solomon, alternant, binary Goppa, and BCH codes. For a survey on decoding AG codes,
see [5].

The authors of [6-8] provided polynomial-time attacks against the McEliece cryptosystem that employs
AG codes or their subcodes. In general, evaluation codes do not operate like random codes. This enables a
wide variety of attacks against the McEliece cryptosystem based on AG codes. The technique described in
[7, 8] is inspired by the so-called filtration attacks that rely on computing the dimension of the Schur product
that makes AG codes distinguishable from random ones. This observation was used by Wieschebrink [9] to
provide an attack against the McEliece scheme based on subcodes of generalized Reed-Solomon codes [10].
Numerous attacks have employed a combination of powerful techniques, such as the filtration method, an
error-correcting pair (ECP), or an error-correcting array (ECA), leading to a key recovery attack or a blind
reconstruction of a decoding algorithm [7, 8, 11]. These vulnerabilities are founded on the Schur product
operation and a thorough examination of the dimensions of Schur products for specific subcodes.

Key generation of code-based cryptosystems

The key generation process of the code-based scheme starts with a public code Cp and a decoding algorithm
Ag which can efficiently correct a certain number of errors. Then, a random seed o and a procedure II are
used to construct a code C' with a decoding algorithm A.

Roughly speaking, the code C' = II(Cp, o) represents the public key, while the decoding algorithm
A =TI(Ap, o) represents the private key. The class of random alternant codes, where the starting code Cy
is the full support Reed-Solomon code of dimension k over the field of order ¢™ serves as an illustration.
The random seed consists of a pair of vectors of length n over Fym: the multiplier a = (a1, ..., ay), (a; # 0),
and the support = (x1,...,zy), (z; # z; for i # j). The process II has two main steps: first, compute the
generalized Reed-Solomon code C; = GRS (x, a), then compute the subfield subcode Ay (z, a) = Ci- nFy
of the dual of C;. Due to Delsarte’s theorem, the second step is equivalent to taking the dual of the trace
code: Ay (z,a) = Tr(C1)*. (For more precise definitions and references, see Section 2.)

While binary Goppa codes form a subclass of alternant codes, randomness for binary Goppa codes
operates distinctly. One starts with the full support Reed-Solomon code Cy, where g = 2, k = 2t. The seed
consists of the support «, and the monic irreducible polynomial g(X) of degree ¢ over Fym. The multiplier
a is defined by a; = 1/g(x;), and the result is the alternant code Ag(x,a). In both cases, the scheme’s
cryptographic strength depends on taking the subfield subcode or, equivalently, taking the trace code.
Existing known mathematical techniques have yet failed to grasp the essence of these two operations. In
particular, it is difficult to determine the true dimension of subfield subcodes and trace codes in general.

Random trace codes and their dimension

Subfield subcodes and trace codes are linked by duality. This paper deals with the dimension problem of
trace codes. Let ¢ be a prime power, m, k,n positive integers. We extend the trace map Tr : Fgm — Fy
to vectors and matrices. For a linear subspace C' < Fy., we write Tr(C) = {Tr(z) | = € C}. For the
linear code C' < Fylm of dimension &, we have the obvious upper bound dim(Tr(C)) < mk, and we say that
C has mazimum trace dimension, if the equality holds. Assume that the Fy-linear code C = II(Cy, 0) is
constructed using a Fym-linear code Cy and a random seed o. Then we may inquire about the probability

Prob(C = II(Cj, 0) has maximum trace dimension),

a value which depends solely on Cy. This probability has already been estimated using numerical experi-
mentation for binary Goppa codes of the classic McEliece scheme (see Sections 2.2.2 and 4.2 of [12]), and
for random alternant codes [13].

The focus on this probability is mainly theoretical; however, bounds on the proportion of random
alternant codes with maximum trace dimension are beneficial in understanding the complexity of the
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algorithms used in the key generation process of code-based cryptography, as well as the size of public
keys.

In this paper, we prove a lower bound for the probability of maximum trace dimension in the probability
model of random multipliers.

Theorem 1. Let C be an [n, k,d]gm-code and let h =n+1—k —d be its Singleton defect. Let Pc denote
the proportion of multiplier vectors a = (a1, ...,an) € (Fym)™ such that the linear code

Ca = {(a171,...,anz,) | T € C}

has mazximum trace dimension. Then

1— qu(h+k)
Po=1- (q _ 1)qn7m(h+k) : (1)

In particular, if n > m(k + h), or equivalently d > n(1 —1/m) + 1, then Po > 0.

Our proof uses double counting methods that involve the weight distribution of the dual code C+. We
apply recent results by Meneghetti, Pellegrini and Sala [14] that relate the weight distribution to numerical
properties of the code that can be computed if the Singleton defect is small. For our purposes, the most
important such property is the number of k x v submatrices of rank r of the generator matrix.

Except for the case ¢ = 2 and n = m(h+ k), Theorem 1 implies Po > 1/2. This means that the Monte
Carlo method of generating a random code C, of maximum trace dimension is very effective. For ¢ = 2
and n = m(h + k), further research is necessary.

If n < mk, then clearly dim(Tr(C)) < n < mdim(C) = mk, so C can not be of maximum trace
dimension for any C. Moreover, if C is an MDS code of length n — h extended with zeros in the last
coordinates, then it is easy to see that dim(Tr(Cg4)) < n — h. Thus one might ask for the proportion of
multiplier vectors for which dim(Tr(Cyg)) is close to the largest possible value n.

Theorem 2. Let C be an [n, k,d|qm-code and let h =n+1—k —d be its Singleton defect. Let P}, denote
the proportion of multiplier vectors a = (a1, ...,an) € (Fym)™ such that dim(Tr(Cq)) > n — mh. then

mh+1 _ th _ qnfmk 4 quk

q
th-l—l -1 : (2)

In particular, if n < m(k+ h), or equivalently d < n(1—1/m)+1, then Pf > 0.

If h = 0 (thus C is MDS) and n < mk, then the formula in the above theorem gets simpler and more
similar to the one of Theorem 1:
1—qg"

Ph>1—-——1
CT (g- g

3)

Maximum trace dimension probabilities of AG codes

Algebraic geometry (AG) codes are linear error-correcting codes constructed from algebraic curves over
finite fields, generalizing the Reed-Solomon code concept. They are defined by evaluating functions or by
using residues of differentials. Their parameters can be derived from well-known theorems in algebraic
geometry. Our notation and terminology on algebraic plane curves over finite fields, their function fields,
divisors, and Riemann-Roch spaces are conventional; see, for example, [15].

Let X be a smooth algebraic curve over the finite field Fgm. Let Pi, P>,--- , P, be pairwise distinct
places of X, and D is the divisor D = P; + ...+ P,. Let G be another divisor with support disjoint from D.
The Riemann-Roch theorem enables us to estimate the dimension, the minimum distance and the Singleton
defect of AG codes. These, together with Theorem 1 imply a lower bound for the probability of maximum
trace dimension of AG codes.
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Theorem 3. Let C = CL(D,G) be a functional AG code of length n = deg(D) over the finite field Fgm,
m > 1. If deg(G) < n/m — 1, then
1— qu(deg(G)Jrl)

Po21- (q _ 1)qn7m(deg(G)+1) ’ (4)

Rank properties of random matrices in other probabilistic models

The rank properties of random matrices over finite fields have been extensively studied as a problem in
combinatorial graph theory and other contexts, including coding theory and code-based post-quantum
cryptography. For the probabilistic paradigm, there are a variety of alternatives [16-20]. One possibility
is to choose each entry of the matrix independently and uniformly at random from the field. This can
be extended to non-uniform distributions, which may or may not depend on the matrix entry’s position.
Studholme and Blake [20] studied windowed random matrices, where the nonzero elements of each column
are restricted to fall within a window of length w, beginning at a randomly chosen row. In [18], the authors
prove that the probability that a random matrix has full rank cannot increase if we fix any number of
additional elements to be identically zero.

Let A be an n x n matrix over the finite field IF;, whose entries are chosen uniformly at random. As
n — oo, the probability that A has rank n converges very fast to the value

- 1

s =] (1 - qi) | )
i=1

S(gq), which is independent of n, is also called the g-Pochhamer symbol (1/¢;1/¢)co, see [21]. For ¢ = 2,

a good estimate for S(2) is 0.2888. Let V be an Fg-space of dimension n, and take n nonzero vectors

uniformly at random from V '\ {0}. The probability that the vectors are linearly independent also converges

to S(q) very fast if n — oc.

We performed numerical experiments for Reed-Solomon codes C' = RSy (x) over Fym, where k, m are
positive integers, ¢ = 2 or ¢ = 3, and 1, ..., Ty, are random distinct elements of Fym. Therefore, C has
length n = km, and Singleton defect h = 0. We observed that the probability that C' has maximum trace
dimension is near to the value S(g).

Outline of the article

Notation and classical prerequisites on linear codes are given in Section 2. Section 3 collects basic properties
and examples of codes which have maximum trace dimension. In Section 4 we deal with the dimension
problem of random alternant codes. Sections 5 and 6 contain detailed proofs of the main theorems. The
basic concepts of AG codes are also presented in Section 6.

2 Prerequisites from coding theory

Let ¢ be a prime power and let m,n, k be positive integers such that mk < n < ¢™. Let z1,...,x, be
distinct elements of Fgm. The Reed-Solomon code RSy (x) is defined by the generator matrix

X1 X9 .« Tn
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The vector x is called the support of the Reed-Solomon code. RSy (x) has dimension k& and minimum
distance d = n — k + 1. It is a mazimum distance separable (MDS) code with Singleton defect h = 0.

Let aq,. .., a, be nonzero elements of Fgm. The generalized Reed-Solomon code GRSy (x, a) has generator
matrix
al a2 DR a/n
, a1x1 a2x2 T AnTn
G =
alxlffl agngl s anmf”;_l

Clearly, GRSy (z,a) and RSy (x) have same parameters. In particular, generalized Reed-Solomon codes
are MDS. If n = ¢", then {z1,...,2,} = Fgm and the codes are said to have full support. The dual code
of GRSk (z, a) is again a generalized Reed-Solomon code GRS,,_x(z, b), with the same support . The
Berlekamp-Massey algorithm provides an efficient decoding algorithm for Reed-Solomon codes, which can
correct up to | 451 | = [ 252 errors. If the multiplier vector is given, then this algorithm can also be used
to decode generalized Reed-Solomon codes.

Let C be a linear code of length n, dimension k£ and minimum distance d, defined over the finite field
Fgm. The subfield subcode or restricted code of C is

Clp, = CNTFy.
We extend the trace map Tr : F;m — F, to vectors and matrices entry-wise. We define the trace code of
the linear C < Fym by
Tr(C) = {Tr(z) | z € C}.
Clearly, Tr(C) is an Fg-linear code of length n. Let @1,..., ) be a basis of C, and let f1,...,Bm be a
basis of Fgm over F,. Then the vectors Tr(8;x;), (1 < i <m, 1 < j < k) span the trace code Tr(C). This

implies the obvious upper bound dim(Tr(C)) < km for the dimension of the trace code. We say that C
has mazimum trace dimension, if

dimp, (Tr(C)) = mdimg,,, (C).
According to Delsarte’s theorem [22],
(Tr(O)* = (CH)g,,
which shows that subfield subcodes and trace codes are basically dual objects. This yields the obvious lower

bound
dim(C|g,) > n —m(n — k)
for the dimension of the subfield subcode. The minimum distance of C|p, is at least the minimum distance

of C. Moreover, subfield subcodes inherit the decoding algorithms of their parent code.
An alternant code is defined as the subfield subcode of a generalized Reed-Solomon code

Ak(il?, CL) = (GRSk(wv a)L)‘]Fq?
or equivalently, as the dual code of the trace code of a generalized Reed-Solomon code:
Ap(x, a) = Tr(GRSy(z,a))*.

The integer k is referred to as the degree of the alternant code, and m as its extension degree. The vector
x is the support, the vector a is the multiplier of the alternant code. In the sequel, even without explicitly
saying it, we assume that the entries of the support vector are distinct, and the entries of the multiplier
vector are different from zero.

The obvious lower bound for the dimension of the alternant code is

dim(Ag(z,a)) > n — mk.

Given the support and the multiplier, the Berlekamp-Massey algorithm can correct up to L%J errors for
the alternant code Ag(z, a).
Recall that the Schur product of the vectors a = (a1,...,an),b = (b1,...,by) is defined by

axb = (aiby,...,apby).
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3 The maximum trace dimension property

In this section, we prove a collection of properties of codes having the maximum trace dimension. At the
end of the section, we present a class of examples which shows that Theorem 1 is close to being sharp
asymptotically.

In the sequel, C' denotes an Fym-linear code of length n, dimension k and minimum distance d.

Definition 4. Define the support of C' as

supp(C) ={i €{1,2,...,n} | Jx € C: x; # 0}. (7)
For an integer i define
di(C) = min  |supp(D)]. (8)
dim(D)=i

Note that d; (C) = d is the minimum distance. Clearly, supp(C') = supp(Cq) and d;(C) = d;(Cq) for each
multiplier vector a. Furthermore, dim(C) < |supp(C)|.
The proofs of the following lemmas are straightforward consequences of the definitions.

Lemma 5. The following are equivalent:

(i) The code C' has mazimum trace dimension.
(i1) All Fgm-linear subspaces of C' have mazimum trace dimension.
(iii) For all x € C'\ {0}, Tr(z) # 0.
(iv) C N K = {0}, where K is the kernel of the trace map Tr : Ty — Fy.

Lemma 6. Assume that for some multiplier vector a, Cq has maximum trace dimension. Then we have
d;(C) > im for all1 <i<k.

Proof. If D < C, dim(D) = 4 such that |supp(D)| < im, then

supp(Tr(Dg,)) C supp(Dg) = supp(D)

and
dim(Tr(Da)) < [supp(Tr(Da))| = |supp(Tr(D))|
<im =mdim(D) = mdim(Ds).
Therefore, D, and C4 have no maximum trace dimension. O

We conjecture that the converse of Lemma 6 holds as well.

As the following examples show, the proportion of multiplier vectors producing a maximum trace
dimension code is related to the probability of a random matrix to have full rank. Let A be an n x n matrix
whose entries are chosen from Fy uniformly at random. The probability for A to have maximum rank n is

S1(n,q) :ﬁ (1-5) )

i=1

As n — oo, S1(n,q) converges very fast to the value

S(g) = ﬁ (1 - ql) . (10)
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Figure 1. ¢ = 2

Sl (’I’L, q)

SQ (TL, q)

S1(n,q) — S(a@)

10
15
20
25
30
35
40
45
50

0.298004150390625
0.289070298419749
0.288796908379162
0.288788370496567
0.288788103693158
0.288788095355557
0.288788095095007
0.288788095086865
0.288788095086611
0.288788095086603

0.349271971075915
0.291908472309700
0.288929141393520
0.288793878752760
0.288788318857146
0.288788103424204
0.288788095389177
0.288788095097371
0.288788095086980
0.288788095086615

0.00921605530402259
0.000282203333146547
8.81329255975061e-6
2.75409964223261e-7
8.60655607892724e-9
2.68954858384518e-10
8.40483238562229e-12
2.62623256475081e-13
8.16013923099490e-15
2.22044604925031e-16

Figure 2. ¢ =3

S1 (TL, l])

Sa (TL, q)

S1(n,q) — S(q)

10
15
20
25
30

0.561280381843718
0.560130820850226
0.560126097446024
0.560126078008270
0.560126077928279
0.560126077927950

0.572973321315295
0.560225688332595
0.560126682988612
0.560126081221122
0.560126077944806
0.560126077928031

0.00115430391576976
4.74292227792272¢-6
1.95180757112112¢-8
8.03216382294636e-11
3.30735439035834e-13
1.44328993201270e-15

_ 7

Let V be an Fg-space of dimension n, and take n nonzero vectors uniformly at random from V' \ {0}. The

probability for the vectors to be linearly independent is

n—1 ,

q —
q’ﬂ_

q

j n 1 1 n
1 Hl< qz><+q"—1)
1=

(11)

Sa(n,q) = H
3=0

As the last factor converges to 1 very fast, Sa(n,q) — S(q) very fast, see Figures 1 and 2. In fact, if n > 20,
then S(q) is a good practical approximation for Si(n,q) and Sa(n, q).

Lemma 7. Let C' be the m-fold repetition code over Fqm. The probability that Cq has mazimum trace
dimension for a random multiplier vector a is Sa(m,q). In practice, if m > 20, then S(q) is a good
approximation for this probability.

Let C; be linear [ng, k;Jgm-codes, i = 1,2. Their sum Cy + C5 is a linear [ny + ng, k1 + kaJgm-code whose
codewords are (1, x2) with x; € C;. The minimum distance of the sum is d(C1 +C2) = min(d(C1), d(C2)).

Lemma 8. Let C,C’ be Fym -linear codes, and D = C + C' their sum. Then Pp = PcPcr, where Pc is
as defined in Theorem 1.

Let C be the k-fold sum of the m-fold repetition code. Clearly, C' has length n = mk, dimension k and
minimum distance d = m. The last two lemmas imply that the proportion Po of multiplier vectors with
maximum trace dimension is approximately Po ~ S (q)k7 which tends to zero if k¥ — oco. In particular, we
cannot expect Po to be close to 1 just because k and m are large. However, Pc > 0, so there is a multiplier
a such that Cg has the maximum trace dimension. On the other hand, d;(C) = im for all 1 < i < k,
showing that Lemma 6 is sharp.

Clearly, if n < mk then Po = 0. In Theorem 1 we see that n > m(h + k) implies Pc > 0. The question
whether P¢ is zero or not is open for the interval [mk, m(h + k) — 1]. The following class of examples has
Singleton defect h ~ log,(k), hence the interval is small. Still, the condition n = mk is not enough to
ensure Po > 0. In other words, Theorem 1 is close to being sharp asymptotically.
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Proposition 9. For all prime power q and integers m > 2, 2 < k < ¢™/m there exists an Fgm -linear code
C' = C'(q,m, k) of length n = mk, dimension k and Singleton bound h = m, such that Pc: = 0.

Proof. Let ' =m(k —1) — 1 and let z1,...,zy, be distinct elements of Fgm such that zp/41,..., 2, # 0.
Let €' = C’'(q, m, k) be the code with generator matrix

1 1 ... 1 0 ... 0
T To Ty 0 0
G/ _ . .
xlf 2 at];*z xf;z 0 0
k—1 E—1 k—1 k—1 —
] Lo Loy xn’+1 fo !

Let D’ be the subcode generated by the first k¥ — 1 rows. As k—1 < n/, we have dim(D’) = k — 1. Moreover,
D’ has support {1,2,...,n'}, hence |supp(D’)| =n’ = m(k — 1) — 1 < mdim(D’). Lemma 6 implies that
Por =0.

Now we compute the minimum distance of C’. Take any linear combination ¢ of the rows of G’. Write
c = (c1,¢2,...,¢p) and @' = (x1,22,...,2, ). If the last row has zero coefficient, then the last m + 1
coordinates are 0 and ¢’ € RS;_1(z'). So

wtie) >n' —(k—1)+1=(m—1)(k—1),

and equality occurs for some c. If the last row has nonzero coefficient, then the last m + 1 coordinates of
c are nonzero and ¢’ € RS (z'). So

wt(e)>n' —k+1+m+1>(m—1)(k—-1).

Thus the minimal distance of C’'(m, k) is indeed d = (m — 1)(k — 1) and h = m. O

4 The dimension of random alternant codes

In numerical experiments, one observes that the dimension of random alternant codes typically attains the
obvious lower bound; see [13]. In this short section we derive a proof for this observation from Theorem 1.
We show that if the length of the random alternant code exceeds mk, then the dimension is n — mk with
high probability. In particular, this is the case for most random alternant codes of full support.

Definition 10. Given the field of definition F,, the degree k and the extension degree m, the random
alternant code is a code Ag(x,a), where the support « and the multiplier a are chosen uniformly at
random.

Proposition 11. Let ¢ be a prime power and m,n,k be positive integers such that mk < n < ¢™. The
random alternant code of length n, degree k, extension degree m over Fy has dimension n —mk with
probability at least

1— q—mk
= D
Proof. The dual of the alternant code is Tr(GRSg(x,a)). Since GRS (x,a) is MDS of dimension k,
Theorem 3 implies the proposition. O

1-—
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5 Proof of Theorems 1 and 2

In this section, we use the notation of Theorem 1. We describe the average cardinality of Tr(Cg)t, a €
(Fzm)™, with the help of the weight distribution of the dual code C*. Let us introduce the following
notation:

Definition 12. Let wt : C' — N denote the Hamming weight and
By, = |{c€C’l |Wt(c):w}| (12)

for 0 < w < n the weight distribution of C'. Then let

AC) = Z Bu (q‘;__ll)w. (13)

For0<r <wv<nlet
Na(v,r) = | {k x v submatrices of G with rank r} |, (14)

where G € IF‘S?S," is a generator matrix of C.

Proposition 13. We have the following average form:

G D I L (15)
| (qu) | ac (]F* )'n.

Proof. For a € (Fym)", we write a = (aj_l)lgjgn. We double-count the set

H={(a,c)|a ' xceF ac (F.)" ceC}. (16)

For any fixed a, (a,c) € H if and only if a™ ' xc € (C+)q4-1 N [Fy. By Delsarte’s theorem [22, Theorem 2],
we have

(CH)g-1 NF = (Ca)t NFY = (Tr(Ca)) ™. (17)

Hence, |[(CF)q-1 NFY| = ¢~ 4im(Tr(Ca))  This proves
‘H| _ Z qnfdim(Tr(Ca)). (18)

ac(Fm)"

Let us now fix ¢ € C-. For each j, we have

Frm, ifc; =0;
{aj € |0 ej €Fy =g 777 (19)
c;Fy, ife; #0.
Thus
H{a € (Fpm)" atxeeFil| = (g — 1) (gm —1)nvie), (20)
summing over all ¢ € C+, we get |H| = (¢™ — 1)"\(O). O

As dim(Tr(Cq)) < km, each summand on the right-hand side of (15) is at least g™~ *™. This gives a lower
bound
ANC) > g Fm, (21)

The upper bounds of A\(C) can be used to find lower bounds on the proportion Po of multiplier vectors
which produce maximum trace dimension codes and on the proportion P/, of multiplier vectors which
produce trace codes with dimension at least n — mh.



10 =—— Marton Erdélyi, P4l Hegediis, Sandor Z. Kiss, and Gabor P. Nagy, Maximum Trace Dimension e

Proposition 14. 1. Assume A(C) < q" ™ + E, where E is nonnegative. Then

E

Pe>1-——
C=T T (g= g

(22)

2. Assume \(C) < gmh Tl — E'. Then

/

E
/
Foz 1 (23)
Proof. 1f C4 does not have maximum trace dimension, then the corresponding summand in (15) is at least
q"~km+1 Therefore, Pog" %™ 4 (1 — Pg)g™ *m+1 < \(C). The first claim follows from a straightforward
computation.
In a similar manner if dim(Tr(Cq)) < n — mh, then the corresponding summand in (15) is at least

g™ otherwise it is at least 1. Therefore, Py, + (1 — PL)g™"*! < A\(C), hence the second claim. O

Proposition 15.

AC) = (Z: - fll>" i <q?n—1q>” iNG(v,r)qm@J)’ (24)

v=0 r=0

where Ng(v,r) is as defined in (14).

Proof. Applying Proposition 3 of [14] for C* over F m, we get

i (Z _ z) Bs = zv: Ne(v,r)g™ ") (25)

s=0 r=0

Multiplying with 2V and summing over 0 < v < n, we obtain

v=0 v=0 r=0

s=0

Changing the order of the summation and using the binomial theorem, the left hand side is
B S vV—S — S TL*S.
OERD 9 (R EEED SERTRS )
s=0 v=s s=0
Let us put = = qqm;jq, thus 1+ = %. Then by the definition,

IR TR (e VN Ui D S A Lt A s
\C) =S B, —(le) > Bl )" (28)

(g — 1)

By (26), we have

hence the proposition. O

Proof of Theorems 1 and 2. Applying Lemma 4 in [14] for C+, all k x (k + h) submatrix of G has rank k.
It follows that the rank of all k¥ x v submatrix equals k if v > k 4+ h and is at least v — h if v < k + h.

By using this observation, we can bound the inner sum on the right hand side of the previous Propo-
sition:
For v > k + h, we have Ng(v,r) =0 for r < k and

- -Tr n m(v—
> Na(v,r)gm) = <U>q (k) (30)
r=0
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— for v < k+ h, we have Ng(v,r) =0 for r < v — h and

> Na(v,r)gm) < (Z) g™ (31)

r=0

) (TZT() ”mh+v§h(> )

1 qm ppii n
- v v m(h+k) _  mv
= + X
qu qm — < ) E <v> (q q ))

v=0

In view of (30), (31) and =z =

A(C) < (

1 k+h n
i (htk) _
e (e 2
v=0
1
< - ( ) (1+xq + (g R —1)(1+w>")
q
Asl—l—:c:g—andl—&-xq =q- qw_q,weget
)\(C) < qnfmk + (th . quk). (32)
Set E = ¢™" — g=™F and
E = th+1 o (qnfmk + th _ quk).

By using Proposition 14, we get the lower bounds on Pc and Pf as in the statements. If n < m(k + h),
then E' > (¢ — 2)¢™" + ¢=™* > 0, thus P/, > 0. O

6 Proof of Theorem 3

Algebraic geometry (AG) codes are linear error-correcting codes constructed from algebraic curves over
finite fields, generalizing the Reed-Solomon code concept. They are defined by evaluating functions or
by using residues of differentials. Their parameters can be derived from well-known algebraic geometry
theorems. Our notation and terminology on algebraic plane curves over finite fields, their function fields,
divisors, and Riemann-Roch spaces are conventional; see, for example, [15].

Let X be an algebraic curve, that is, an affine or projective variety of dimension one, which is absolutely
irreducible and non-singular and whose defining equations are (homogeneous) polynomials with coefficients
in F,. Let g = g(X) be the genus of X. F;(X) denotes the function field of X. A divisor D of X is a formal
sum D = ny P + - 4+ ni Py, where ni,...,n; € Z and Py, .., Py are places of Fy(X). If ny,...,ng >0,
then D = 0. If D, E are two divisors and D — E > 0, then D > E. In the case of a nonzero function f of
the function field Fq(X), and a place P, vp(f) stands for the order of f at P. If vp(f) > 0 then P is a
zero of f, while if vp(f) < 0, then P is a pole of f with multiplicity —vp(f). The principal divisor of a
nonzero function f is Div(f) = > pvp(f)P

For a divisor D, the associated Riemann-Roch space £ (D) is the vector space

Z(D) ={f € Fq(X)\ {0} | Div(f) = =D} U {0}.
The dimension ¢(D) of Z(D) is given by the Riemann-Roch Theorem [15, Theorem 1.1.15]:
UD)=4(W —D)+degD —g+1,

where W is a canonical divisor. We denote the set of differentials on X by 2. The differential space of the
divisor D is

Q(D) = {dh € Q| Div(dh) = A} U {0}.
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In the following, P;, Ps,--- , P, are pairwise distinct places on X', and D is the divisor D = P} + ... + P,.
Let G be another divisor with support disjoint from D. We define two types of AG codes, the functional
and the differential codes, respectively:

Cr(D,G) ={(f(Pr),---, f(Pn)) | f € Z(G)},
Ca(D,G) = {(resp, (w), - ,resp, (w)) |w € QG — D)}.

These codes are dual to each other, and Cqo (D, G) = Cr(D, K + D — G) for a well-chosen canonical divisor
K. The Riemann-Roch theorem enables us to estimate the dimension and the minimum distance of AG
codes:
>deg(G) —g+1 0<deg(G)<29-2,
dim(CL(D,G)) { = deg(G) —g+1 2g—2 < deg(G) <n,
<deg(G)—g+1 n<deg(G)<n+2g—2.

The minimum distance of a functional code is at least its designed minimum distance
0 = n — deg(G).

Proof of Theorem 3. Let k be the dimension, and h be the Singleton defect of the AG code C = Cr(D, G).
Then h+k=n+1—-—d<n+1-7;, =deg(G)+ 1. As the right hand side of (1) is monotone decreasing
in h + k, the formula (4) follows. O

7 Conclusion

We gave a lower bound for the probability that the dimension of the trace code of a linear code with a
random multiplier vector attains the obvious upper bound. This is exactly the type of question that requires
solid mathematical understanding for McEliece type cryptographic protocols. Our formula only uses the
size of the underlying field, the degree of the field extension, and the three main parameters of the code:
length, dimension and minimum distance. The result provided a concise formula for the probability that an
AG code has maximum trace dimension. We also proved by mathematical means that full support random
alternant codes have dimension n — mk with high probability. These pieces of information are useful to
understand better the complexity of Monte Carlo algorithms in the key generation process of code-based
cryptosystems. This provides insights into the practicality and performance of the cryptosystem in real-
world applications, in particular in resource limited devices like sensor nodes or smart cards.

Our approach works for the probabilistic model of random multiplier vectors. Random Goppa codes
have a different probability paradigm. Therefore, our results do not solve the dimension problem for random
Goppa codes. This needs further research, but we are optimistic that our method can be extended.
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